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Research on Privacy Protection in Governmental Data Sharing
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Abstract: With the arrival of big data era, government pays more and more attention to mining the
value of government data by means of technology. At the same time, the demand of government for data
sharing is increasing. However, there is different degree of privacy leakage risk in the government’s da-
ta sharing. From the view of privacy protection requirements for data sharing among government depart-
ments, this paper proposes an improved K-anonymity data sharing method based on KMedoid clustering
(KMedoid-based KADS), according to the characteristics of government data types and complex attrib-
utes. Firstly, in order to reduce the sharing range of non-demand attribute data, the original data table
is preprocessed and divided into multiple data tables based on attribute correlation. Secondly, the simi-
larity clustering algorithm based on KMedoid clustering is used to deal with the partition. The results
show that the data table initially meets the anonymity requirement. Finally, according to the sharing require-
ments of the data resource request department, an anonymity cluster sharing algorithm is used to provide an a-
nonymous data table for the demand data. Compared with the Incognito algorithm, it is proved that the KMe-
doid-based KADS algorithm can effectively reduce information loss and improve the usability of shared data.
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