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Intrusion Detection Method Based on Principal Component
Analysis and Probabilistic Neural Network
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(1.School of Information Science and Technology,Shijiazhuang Tiedao University, Shijiazhuang 050043, China;
2.Institute of Applied Mathematics, Hebei Academy of Sciences, Shijiazhuang 050081, China)

Abstract: In view of the redundant information, big volume of data and long training time of neural net-
work application in intrusion detection,and easy to get trapped in local optimum,an intrusion detection method
based on principal component analysis and probabilistic neural network is proposed in this paper.Firstly, the di-
mension of the original intrusion data is reduced by principal component analysis, which solves the problem of
redundant information of intrusion data.Secondly, the probabilistic neural network is used to establish the intru-
sion detection model. Then, the problem that it is hard to optimize the parameters of the probabilistic neural net-
work is solved by using particle swarm optimization algorithm.Finally, the KDD99 data set is used to test the
performance of the model. The experimental result shows that both the precision rate and detection speed are im-
proved effectively by using the proposed method.
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